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1
Decision/action requested

A proposed reply LS.
2
References

 [1]
R2-1711978, LS on Early Data Transmission
3
Rationale

RAN2 has sent an LS to SA3 on Early Data Transmission (R2-1711978). In the LS RAN2 informed about RAN2 agreements and posed the following questions to SA3. In the following the questions are analysed and proposed answers are provided. 

	RAN2#99 Agreements:

- We intend to support early UL data transmission in Msg3 for control plane and user plane CIoT EPS optimisation.

- We intend to support early DL data transmission in Msg4 for control plane and user plane CIoT EPS optimisation.

- Early data transmission feature is considered when AS security was not established for only transmitting data using CP.

- Early data transmission feature is considered when AS security was established for transmitting data using CP and/or UP.


	RAN2#99bis Agreements:

- The intention to use EDT is for data, i.e. not for NAS signalling.

- RAN2 assumes that S-TMSI for CP, and resumeID and shortResumeMAC-I for UP solutions are sufficient to identify UE at the MME and eNB respectively. 

- For CP solution, NAS PDU for data is encapsulated in the RRC message sent in Msg3 and transmitted as CCCH SDU.

- For CP solution, NAS PDU data in the DL can be optionally encapsulated in the RRC message sent in Msg4 and transmitted as CCCH SDU.

- For UP solution, SRB0 is used to transmit the RRC message in Msg3.

- For UP solution, AS security is resumed before transmitting Msg3, and data transmitted in Msg3 is protected by AS security.

- For UP solution, DL data can be optionally multiplexed in MAC, i.e. DCCH (RRC message(s)) and DTCH (UP data) in Msg4.

- Msg4 decides whether the UE goes to RRC connected mode or RRC idle mode. The content of Msg4 for EDT is FFS.

- It is FFS if there is a need to introduce an authorization mechanism.

- FFS: For UP solution: case for pinned connection, i.e. CCCH (RRCConnectionResumeReq) + DCCH (NAS PDU via pinned connection)


RAN2 would like to kindly ask the following questions to SA3: 

1) Is there any security issue on using NAS security for UL data transmission in Msg3 for control plane CIoT EPS optimisation? 
Answer: No security issues are identified.

2) Is there any security issue on using NAS security for DL data transmission in Msg4 for control plane CIoT EPS optimisation? 
Answer: No security issues are identified.

3) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for UL data transmission in Msg3 for user plane CIoT EPS optimisation? 
Answer: No security issues are identified.

4) Is there any security issue on providing NCC to UE during the previous connection for the purpose of using this for DL data transmission in Msg4 for user plane CIoT EPS optimisation? 
Answer: No security issues are identified. 

5) RAN2 assumes that there are no security related concerns in transmitting UL data in Msg3 for user plane CIoT EPS optimisation. Please confirm this assumption. 


Answer: 
Today, user data is not integrity protected in LTE. Therefore, an attacker may be able to inject data to an ongoing DRB. However, since the DRBs are typically ciphered, an attacker cannot inject any meaningful data, and the injected data will be discarded at the application layer. Since shortMAC-I does not provide integrity protection of the UL data in Msg3 (it is used to prove the presence of the UE in the given cell), an attacker could be able to inject UL data to Msg3 similarly as he could for an ongoing DRB, but since the UL data will be ciphered also in the Msg3 case, the injected data would be discarded at the application layer. The difference between these two data injection attacks is that in the former case the presence of the UE has been confirmed by the use of integrity protected RRC signalling with 32-bit MAC-I when establishing the DRB. In the latter case, the presence of the UE is confirmed with 16-bit shortMAC-I. A 16-bit shortMAC-I will be easier for an attacker to guess than 32-bit MAC-I. Therefore, the answer depends on if the UL data from the UE to the eNB is further sent to the S-GW before or after Msg5 (protected with 32-bit MAC-I) has been successfully received in the eNB. 

If UL data from the UE to the eNB is further sent to S-GW before Msg5 is received, the UE is essentially authenticated with only 16-bit shortMAC-I. There is a slight risk that an attacker is able to guess the 16-bit shortMAC-I, construct fake Msg3, and be able to inject data even before the real UE would send Msg3. It is not clear how big risk this would be in practice, but it is recommended that in this case 32-bit ShortMAC-I is used. It is our understanding that the current space restrictions in Msg3 would allow using a 32-bit ShortMAC-I. (Our understanding is based on the observation that NAS PDU is proposed to be sent in Msg3 for control plane CIoT EPS optimisation, see third bullet in RAN2#99bis agreements above). Alternatively, if PDCP MAC-I could be used already for Msg3 that would be fine as well from security perspective. 
If UL data is sent to S-GW after message Msg5, there are no security concerns. In general, it is preferred to use 32-bit MAC if that is possible.       
It is proposed to take the answers as a basis for a reply LS to RAN2. 

